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openssl genrsa -out server.key 2048 °
ECDSA

openssl ecparam - genkey -nanme secp384rl1 -out server.key

openssl req -new -x509 -key server.key -out server.crt -days 365

3.0

openssl rsa -in server.key -out server.key.public
openssl man openssl (Ubuntu)

$ openssl genrsa -out server.key 2048
Generating RSA private key, 2048 bit |ong nodul us
+++

TR L E L LR R R R PR EEEER R
e is 65537 (0x10001)

$ openssl req -new -x509 -key server.key -out server.crt -days 365

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sonme fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CH

State or Province Name (full nane) [Some-State]: Si Chuan

Locality Nane (eg, city) []:Chengdu

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]:John.cn
Organi zational Unit Name (eg, section) []:Dev

Common Nane (e.g. server FQDN or YOUR nane) []:John

Enai|l Address []:john@ ohng.cn

$ openssl rsa -in server.key -out server.key. public
witing RSA key

$ 11

total 20

drwxrwxr-x 2 john john 4096 Apr 23 21:26 ./
drwxr-xr-x 90 john john 4096 Apr 23 20:55 ../

-rwrwr-- 1 john john 1383 Apr 23 21:26 server.crt
-rwrwr-- 1 john john 1675 Apr 23 21:25 server. key
-rwrwr-- 1 john john 1675 Apr 23 21:26 server.key. public

ghttp. Server HTTPS



package main

i nport
"gi t hub. com gogf/gf/net/ghttp"
)

func main() {
s := ghttp. Get Server ()
s. BindHandl er ("/", func(r *ghttp. Request){
r. Response. Witel n("HTTPS")

})

s. Enabl eHTTPS("/ hone/ j ohn/ htt ps/server.crt", "/home/john/https/server.
key")

s. Set Port (8199)

s. Run()
}

Enabl eHTTPSs. Set Port (8199) HTTPSs. Set HTTPSPor t (8199) WebServerHTTPHTTPS https://127
.0.0.1:8199/

I G | B beps/127.0.0.1:8199 =

Your connection is not private

Attackers might be trying to steal your information from 127.0.0.1 (for
example, passwords, messages, or credit cards)

Automatically report details of possible security incidents to Google. Privacy pelicy

Advanced Back to safety

HTTPSHTTPS

<10 @ | B bups/127.0.0.1:8199 =

Your connection is not private

Attackers might be trying to steal your information from 127.0.0.1 (for
example, passwords, messages, or credit cards).

Automatically report details of possible security incidents to Google. Privacy policy

This server could not prove that it is 127.0.0.1; its security certificate is not
trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to 127.0.0.1 (unsafe!

AdvancedProceed to 127.0.0.1 (unsafe)
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https://127.0.0.1:8199/
https://127.0.0.1:8199/

package main

import (
"gi t hub. coni gogf/ gf/ net/ ghttp"
)

func main() {
s := ghttp. Get Server ()
s. BindHandl er ("/", func(r *ghttp. Request){
r. Response. Witel n("HTTPHTTPS")

3]

s. Enabl eHTTPS("/ hone/ j ohn/ https/server.crt", "/hone/john/https/server.
key")

s. Set HTTPSPor t (443)

s. Set Port (80)

s. Run()
}

http://127.0.0.1/ https://127.0.0.1/ WebServer80443r oot /

HTTPS

func (s *Server) Enabl eHTTPS(certFile, keyFile string) error
func (s *Server) SetHTTPSPort(port ...int) error

HTTPSWebServerHTTPSSet Por t HTTPWebServerHTTPSHTTP

Let's Encrypt

SSL

DV SSL : https://cloud.tencent.com/product/ssl

Let’s Encrypt : https://letsencrypt.org/

. O oudFl are SSL : https://www.cloudflare.com/

. Start SSL : https://www.startcomca.com/

. Wosi gnSSL : https://www.wosign.com/

. loovit.net Al phaSSL : https://www.lowendtalk.com/entry/register?Target=discussion%
2Fcomment%2F2306096

oUAwWNE

Let's Encrypt
Let’s Encrypt https://letsencrypt.org/

UbuntuLet's Encrypt gf

Certbot

Cer t bot https://certbot.eff.org/

Let’ s Encryptcertbot

sudo apt-get update

sudo apt-get install software-properties-common
sudo add- apt-repository ppa:certbot/certbot
sudo apt-get update

sudo apt-get install certbot

certbot certonly --standalone -d --staple-ocsp -m --agree-tos


http://127.0.0.1/
https://127.0.0.1/
https://cloud.tencent.com/product/ssl
https://letsencrypt.org/
https://www.cloudflare.com/
https://www.startcomca.com/
https://www.wosign.com/
http://loovit.net
https://www.lowendtalk.com/entry/register?Target=discussion%2Fcomment%2F2306096
https://www.lowendtalk.com/entry/register?Target=discussion%2Fcomment%2F2306096
https://letsencrypt.org/
https://certbot.eff.org/

root @ p-172-31-41-204: ~# certbot certonly --standal one -d goframe.org --
stapl e-ocsp -m john@ofrane.org --agree-tos

Savi ng debug log to /var/log/letsencrypt/letsencrypt.|og

Pl ugi ns sel ected: Authenticator standalone, Installer None

Starting new HTTPS connection (1): acne-v02.api.letsencrypt.org
Obtaining a new certificate

Perform ng the foll owi ng chall enges:

http-01 chal l enge for gofrane.org

Waiting for verification...

Cl eani ng up chal | enges

| MPORTANT NOTES:

- Congratul ations! Your certificate and chain have been saved at:
/etc/letsencrypt/livel/goframe.org/fullchain. pem
Your key file has been saved at:
/etc/letsencrypt/livel/ gofrane.org/privkey. pem
Your cert will expire on 2019-01-25. To obtain a new or tweaked
version of this certificate in the future, sinply run certbot
again. To non-interactively renew *all* of your certificates, run
"certbot renew'

- If you like Certbot, please consider supporting our work by:

Donating to 1SRG/ Let's Encrypt: https://|etsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

/etcl/letsencrypt/

letc/letsencrypt/livel/goframe.org/fullchain.pem
/etc/letsencrypt/|ive/gofrane.org/privkey. pem

package nmain

i nport
"gi t hub. coni gogf/ gf/ net/ ghttp"
)

func main() {
s := ghttp. Get Server()
s. BindHandl er ("/", func(r *ghttp. Request) {
r. Response. Witel n("HTTPS")
})

s. Enabl eHTTPS("/etc/ | etsencrypt/live/ gofrane. org/full chain.pent, "/etc

/1 etsencrypt/livel gofrane. org/ privkey. pent)
s. Run()

3
certbot renew
crontab

# " gf " WebServer
00 * * * certbot renew --quiet --renewhook "kill -SIGUSRL $(pidof )"
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